Sop dataretention

EUROPEAN
DIGITAL
RIGHTS

Reject the 'Directive on the Retention of Data Processed in Connection with the Provision of
Public Electronic Communication Services'

CbXpaHABaHeTO Ha AAHHW He e pelleHue! Pastrarea datelor de trafic nu este o solutie! CoOXpaHeHHVe AaHHbIX — 3TO He pelueHne! Hramba prometnih podatkov ni resitev! La reten-

ci6 de dades no és la solucié! H KATGXKPXTNON TNAEMKOLVUWVLKKWY dEdOUEVWV deV Elvat AOan!Datuen gordetzea ez da konponbidea!

I. The Directive invades
the privacy of all
Europeans.

Il.The Directive is
illegal under the
European Convention

lll. It threatens
consumer confidence.

on Human Rights.

IV. It burdens European
industry and harms
global competitiveness.

V.The Directive requires
more invasive laws.

De bewaarplicht is aeen oplossina! La rétention de données n'est bas une solution! Teletietoien tallennusvelvollisuus ei ole ratkaisu! Data retention ar inaet svar!

December 6,2005

Open Letter to all Members of the European Union,

We the undersigned are calling on

you to reject the 'Directive of the Euro-
pean Parliament and the Council on the
Retention of Data Processed in Connec-
tion with the Provision of Public Elec-
tronic Communication Services and
Amending Directive 2002/58/EC" when
it comes to a plenary vote on Decem-
ber 12,2005.

Adopting this Directive would cause an
irreversible shift in civil liberties within
the European Union. It will adversely
affect consumer rights throughout
Europe. And it will generate an un-
precedented obstacle to the global
competitiveness of European industry.

A Directive Fraught with
Problems

In the Information Society every human
action generates transaction logs. Our
movements, our purchases, and our in-
teractions with others can be routinely
logged in public and private sector data-
bases. In recognition of this, the Euro-
pean Union led the world in establishing
a data privacy regime to limit the collec-
tion, processing, retention, and accessing
of this information. Now the Council is
demanding that the European Parliament
reverse its position and lead the world
in introducing mass surveillance of our
activities.

Under existing EU law many of these
logs are already available for law en-
forcement purposes for as long as the
telecom industry service providers re-

tain them for business purposes. Justice
and Home Affairs officials are pushing to
make available even greater stores of
information.

More than 58,000 Europeans have
signed a petition opposing the Direc-
tive. A German poll revealed that
78% of citizens were opposed to a
retention policy.

The Directive proposes the collection
of information on everybody's commu-
nications and movements. The storage of
such "communications traffic data" al-
lows whoever has access to it to estab-
lish who has electronically communi-
cated with whom and at what time and
at which location, over months and
years.

In recent meetings with the Justice and
Home Affairs Council on | and 2 De-
cember 2005, it appears that the Euro-
pean Parliament suddenly agreed to the
collection of information on everybody's
communications and movements for
very broad law enforcement purposes,
in spite of having rejected this policy
twice before.

An lllegitimate Process

Proponents of retention policy are
sweeping these concerns aside and are
harmonising measures to increase sur-
veillance while failing to harmonise safe-
guards against abuse. European opposi-
tion has been high, and the arguments
against reasoned and justified. The con-

tinued life of this policy in Europe is in-
explicable save for the illegitimate policy
process that is being pursued by the
policy's proponents.

These proponents claim that retention
is spreading across Europe. In fact, less
than five countries have some form of
mandatory data retention in place, and
even fewer apply the practice to inter-
net services.

The Council is demanding that the
European Parliament approve a regime
that parliaments in the Member States
have already rejected. For instance the
UK Presidency is proposing a policy that
has already failed in the UK Parliament.
The Council is trying to make the Par-
liament complicit in this act of policy
laundering.

A Key Moment

As the EU embarks on this unprece-
dented policy, we are facing a momen-
tous decision as to whether we wish to
set in motion a chain of events that will
lead to a surveillance society.

Once a surveillance regime begins it
always expands. As the European Data
Protection Supervisor has stated in his
opinion, the mere existence of data
might lead to increased demands for
access and use by industry, law enforce-
ment authorities, and intelligence serv-
ices. Already, restrictions agreed on in
the Committee for Civil Liberties were
pushed aside in secret negotiations with
the Council.

Vorratsdatenspeicherung ist keine Losung! La conservazione dei dati non & una soluzione!jLa retencion de datos no es la solucion! 1



Though the Council claims retention
will combat terrorism, for years it has
rejected limiting the legislation to such
investigations. Even if access to this data
were limited by the Parliament to a list
of serious crimes nothing prevents the
expansion of this list: already the Copy-
right Industry has called for access to
this data to combat file-sharing online.

Any reimbursement of costs to service
providers, like most other surveillance
cost-recovery experiments, will likely be
temporary. Eventually the costs and
burdens generated by this policy will be
seen as 'the cost of doing business' and
will be passed on to individual consum-
ers as 'the cost of communicating in
Europe'.

The only way we can prevent this chain
of events is by following the example of
other countries around the world and
to reject this policy in its entirety.

Promises are Not Enough

The European Data Protection Supervi-
sor and the Article 29 Working Party of
European Privacy Commissioners, as
well as the European Parliament itself,
have repeatedly stated their convictions
that the case for retention has not been
made. And their calls for standards and
necessary safeguards have gone un-
heeded. The concerns of civil society
and the telecommunications industry
have also not been adequately ad-
dressed.

This policy continues only due to secret
processes, agreements established with-
out scrutiny, and through fast-tracking of
debate because the Council fears open
and democratic discussion on these
matters. This is evidenced by the lack of
similar policies in Member States where
Parliamentary scrutiny is constitutionally
required.

The EU should follow the example of
open and democratic countries that
have instead chosen to implement a
preservation regime where data is col-
lected and retained only for a specific
investigation and then is accessed
through court orders.

We, the undersigned, call on Members
of the European Parliament to recognise
the significant threat to European civil

liberties, consumers, and industry and to
therefore reject the Directive on com-
munications data retention.

Gus Hosein, Privacy International

Sjoera Nas, European Digital Rights

Foundation for a Free Information Infrastructure
Statewatch

Associagao Nacional para o Software Livre (PT)
Association for Progressive Communications
(International)

Bits of Freedom (NL)

BlueLink Information Network (BG)
Biirgerrechte & Polizei/CILIP (DE)

Bulgarian Institute for Legal Development (BG)
CPSR (International, Canada and ES)
Coopération-Solidarité-Développement (FR)
Deutsche Vereinigung fiir Datenschutz e.V. (DE)
Digital Rights Denmark (DK)

Digital Rights Ireland (IE)

Changenet.sk (SK)

Chaos Computer Club (DE)
Consumentenbond (NL)

EDRI-observer Aljaz Marn, privacyblog.net (SL)
Electronic Frontier Foundation (US)

Electronic Privacy Information Center (US)
Emancipation syndicale et pédagogique RP (FR)
European Federation of Older Persons (EU)
Fairfax County Privacy Council (US)
Fédération Informatique et Libertés (FR)

Fitug e.V. (DE)

FoeBuD e.V. (DE)

Forum Informatikerlnnen fiir Frieden und ge-
sellschaftliche Verantwortung e.V. (DE)
Foundation for Information Policy Research (UK)
Foundation Metamorphosis (MK)

Fundacio Escula Latinoamericana de Redes
(Venezuela and IT)

GreenNet (UK)

Helsinki Foundation for Human Rights (PL)
Internet Society Bulgaria (BG)

Internet Society Poland (PL)

IP Justice (US)

IRIS - Imaginons un réseau Internet solidaire (FR)
ISPO, Internet Service Providers Association (NL)
luridicum Remedium (CZ)

Joint Declaration on Data Retention (DE)
Netzwerk Neue Medien e.V. (DE)
Oko-Referat, Ruhr-Universitit Bochum (DE)
Open Rights Group (UK)

OpenSky (CH)

Option consommateurs (Canada)

Pangea.org (ES)

Privacy Activism (US)

Privacy Commissioner Schleswig-Holstein (DE)
Privacy Rights Clearinghouse (US)

PROSA - Forbundet af It-profesionelle (DK)
Public Interest Advocacy Centre (Canada)
quintessenz (AT)

Stand (UK)

Stichting Vrijschrift (NL)

Stop1984 (DE)

Strawberrynet Foundation (RO)

Swiss Internet User Group (CH)

ver.di Fachgruppenvorstand Banken (DE)
VIBE!AT (AT)

The Winston Smith Project (IT)

Transnational Radical Party

XS4ALL (NL)

Xtended Internet (NL)

Unabhaengiges Landeszentrum fuer Datenschutz
Schleswig-Holstein (DE)

Unimondo ltaly (IT)

INVASIVE

ILLEGAL

THREATENS CONSUMER
CONFIDENCE

HARMS INDUSTRY

INCOMPLETE
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