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RECOMMENDATIONS OF THE CICTE CYBERSECURITY PRACTITIONERS’ WORKSHOP
ON THE OAS INTEGRAL CYBERSECURITY STRATEGY:  FRAMEWORK FOR ESTABLISHING THE INTER-AMERICAN CSIRT WATCH
AND WARNING NETWORK
 
 
I.          OBJECTIVE
 
To create a hemisphere-wide network that will operate 24 hours a day, 7 days a week, to be made up of national contact points among Computer Security Incident Response Teams (CSIRTs) in Member States of the OAS, with a mandate and the capacity to respond rapidly and in an appropriate manner to crises, incidents and threats to computer security.

 

These teams could begin simply as official points of contact located in each State and charged with receiving computer security information, to be transformed into CSIRTs in the future.

 

Since intruders now have more sophisticated means to launch highly automated attacks that spread rapidly over the Internet, while at the same time employing methods intended to disguise and make it difficult to understand or trace the origin of such attacks, worldwide cooperation and ability of teams to respond in real time is of growing importance. Such cooperation must make it possible to:

 

1.                   Establish CSIRTs in each of the Member States;

2.                   Strengthen the hemisphere’s CSIRTs;

3.                   Identify national points of contact in each State;

4.                   Identify those services deemed most critical;

5.                   Quickly detect and diagnose problems;

6.                   Establish protocols and procedures for the exchange of information;

7.                   Rapidly disseminate notice of such attacks throughout the region;

8.                   Provide rapid regional notice of general vulnerabilities in the system;

9.                   Provide regional warning of suspicious activities, and develop the cooperation needed for analysis and diagnosis of such activities;

10.               Provide information on measures for remedying or mitigating attacks and threats;

11.               Reduce the amount of duplication in the analysis carried out by each team;

12.               Strengthen technical cooperation and training in computer security aimed at establishing national CSIRTs;

13.               Make use of existing subregional mechanisms.

 

This cooperation will reinforce existing technical expertise among the teams so that they can better limit the damage and ensure the continuing operation of critical services.

 

 

II.         PRINCIPLES

 

1.                   Indigenous – The hemispheric network should be operated and controlled by national points of contact in each participating nation appointed by the governments.

 

2.                   Systemic – The hemispheric network must be a multi-faceted operation requiring an aware and trained workforce, regular sharing of information regarding current threats and vulnerabilities, constant re-evaluating and implementing of best practices and appropriate interaction with public policy makers.

 

3.                   On-going – due to the inherent daily evolution of the Internet, any successful program must regularly be updated and maintained, and the staff trained on a periodic basis.  Internet security will not be achieved with a one-time fix.

 

4.                   Accountable – The “security” in “cyber security”. Established rules with respect to issues such as the handling and provision of information must be understood and adhered to, or users will lose confidence and efforts to make the system more secure will be undermined and become counter-productive.

 

5.                   Built upon existing arrangements – There are a number of pre-existing entities in the hemisphere, including CSIRTs, consulting companies, and contact networks, among others, that provide cyber-security services to a greater or lesser extent.  Any new system should build upon these pre-existing institutions and the trust relationships that have already been established intra- and inter-regionally, to avoid duplication and encourage active participation.

 

 

III.       IDENTIFICATION OF EXISTING ORGANIZATIONS, ESTABLISHING A SERVICE MODEL, TRUST ISSUES, FINANCING, PUBLIC AWARENESS, AND EXTENDING THE NETWORK

 

1.         Identification of Existing Organizations

 

There are well over a hundred organizations that use the name CERT (Computer Emergency Response Team), or CSIRT (the generic term of equivalent meaning), world-wide.  The Forum of Incident Response and Security Teams (FIRST), a world-wide, voluntary association of CSIRTs, lists 80 members within the OAS Member States, however the vast majority of these currently exist in one member state only. Given the information gaps, conducting a CSIRT census is the essential first step towards developing a cyber-security network.

 

2.         Establishing a Service Model

 

While there are no international standards agreed upon for what constitutes a CSIRT, there are a number of documents and efforts that can assist the process of defining a CSIRT team and on certification and accreditation of CSIRTs.

 

The CERT/CC has published a variety of documents that can assist in the creation of a CSIRT, including:

 

                     Handbook for Computer Security Incident Response Teams (CSIRTs) provides updated guidance on generic issues to consider when forming a CSIRT;

                     State of the Practice of Computer Security Incident Response Teams.  This report includes information collected through a pilot survey of computer security incident response teams (CSIRTs), CERT/CC’s own experience, discussions with and observations of other CSIRTs, and research and reviews of the current literature on incident response; and

                     Creating a Computer Security Incident Response Team: A Process for Getting Started is a document that describes the basic requirements for creating a CSIRT.

 

There should be certification and accreditation of national CSIRTs. Member states should consider whether affiliation of their national CSIRTs with FIRST would satisfy the certification and accreditation requirements.

 

In establishing a regional network of cooperating National CSIRTs, a minimum set of standards for cooperation and information-sharing among the CSIRTs would be expected.  These would include:  

 

i.                     Designation of the national CSIRT by the respective government;

 

ii.                   Agreement on principles of information sharing among the cooperating teams;

 

iii.                  Responsibility for receiving information from other national CSIRTs and disseminating that information to appropriate entities within the country;

 

iv.                 Participation in information-sharing among the other national CSIRTs in the hemispheric network;

 

v.                   Authorization to disseminate information to other national CSIRTs; and

 

vi.                 Provision of assistance to other national CSIRTs for incidents and threats.

 

3.         Trust Issues

 

Much of the information which CSIRTs need to exchange is proprietary or otherwise sensitive and there are few good models that promote the consistent sharing of information among CSIRTs.  Trust –the essential ingredient in information sharing– when it exists, has developed in practice among individuals who know and have worked with each other, rather than institutionally, among organizations.  To establish trust, clear expectations on how information exchanged will be used or disseminated must be understood and followed by all parties.  Rules on information-sharing, stating how information can be used or disseminated, must be agreed to among all of the cooperating national CSIRTs.

 

Some of the CSIRT attributes that are required to promote trust in communication and cooperation about sensitive security issues include:

 

i.                     a secure infrastructure for managing sensitive information; 

 

ii.                   the ability to communicate securely with stakeholders;

iii.                  the ability to marshal experts and decision-makers;

 

iv.                 an infrastructure to support advance notification to select audiences;

 

v.                   procedures to guard against information leakage;

 

vi.                 a well-known public interface for dissemination of critical information; and

 

vii.                the ability to reach a large audience quickly.

 

Developing a regional CSIRT capability will require the development of a consensus on rules on information-sharing including what information to share, with whom, and when. 

 

4.         Financing

 

The member states will consider the financial mechanisms for establishing and maintaining a national CSIRT in each country and of participating in the hemispheric network. 

 

5.         Public Awareness
 
The Member States should undertake, with CITEL and the REMJA Working Group, an inter-American public awareness program regarding cyber-security and cyber-ethics that emphasizes:
 
i.                     the benefits and responsibilities of using information networks; 
 
ii.                   safety and security best practices;
 
iii.                  the potential negative consequences resulting from the misuse of networks;
 
iv.                 how to report a cyber incident and to whom; and
 
v.                   technical and practical information related to cybersecurity.
 
The public includes member states, government entities at all levels, the private sector, academia, and the general population.
 
6.         Extending the Network
 
Member states will consider, when appropriate, extending the capability of the hemispheric network, with a view to assisting states, that so request, in the development of specific plans, obtaining funding, and in developing capacity-building projects.
 
 
IV.       PLAN OF ACTION
 
A.        Census
 
Conduct a census to identify existing CSIRTS, their membership range, and the services they provide.  This will allow us to identify coverage gaps, both geographically and sectorally, and will lay the groundwork for establishing a consensus set of services which member CSIRTs will offer. 
 
B.         Rules on information-sharing

 

Establish rules on information-sharing among CSIRTs, including how shared information should be protected and disseminated. 

 

C.         Establishment of national CSIRTs

 

Each member state will establish or designate national CSIRTs.  Among their responsibilities will be the implementation of the pertinent proposals contained in the document “Recommendations of the CICTE Cybersecurity Practitioners’ Workshop on the OAS Integral Cybersecurity Strategy: Framework for Establishing the Inter-American CSIRT Watch and Warning Network” (CICTE/REGVAC/doc.2/04). 

 
D.                 National point of contact 

 

Designate a national point of contact with the capacity to exchange information on threats, weaknesses and incidents, report on the cybersecurity status in their jurisdiction, and provide timely information to authorities within their jurisdiction.

 

E.         Best practices compendium

 

Produce a Best Practices compendium based on international CSIRT norms and practices.   These could include standards and protocols to undertake real-time monitoring and subsequent exchange of information throughout the network, and could become the basis of subsequent technical assistance and testing protocols.

 
F.         Assistance for building and maintaining CSIRTs in Member States

 

Identify resources and capabilities that can be used to help member states build and maintain CSIRT capacity or improve existing CSIRT infrastructures in order to effectively participate in the hemispheric network and meet information-sharing rules. Necessary technical assistance and staff training will be included.

 

G.         Public awarness

 

CICTE, CITEL, and the REMJA Working Group of Government Experts in Cybercrime will work together to develop an awareness campaign to alert the public in member states to cybersecurity issues and the need to protect their cyber-networks. 
 

H.        Follow-up

 
            It is recommended that CICTE reconvene the Meeting of Government Experts on Cybersecurity (Cybersecurity Practitioner’s Workshop) to develop and implement the recommendations formulated in the document “Recommendations of the CICTE Cybersecurity Practitioners’ Workshop on the OAS Integral Cybersecurity Strategy: Framework for Establishing the Inter-American CSIRT Watch and Warning Network” (CICTE/REGVAC/doc.2/04). 
 

It is also recommended that the Working Group to Develop a Draft Cybersecurity Strategy for OAS Member States, of the OAS Committee on Hemispheric Security, transmit this Framework document to the General Assembly for adoption.

 







APPENDIX II
 
PCC.I/RES. 49 (IV-04)[1]/
CYBERSECURITY

 

 

            The IV Meeting of the Permanent Consultative Committee I: Telecommunication Standardization,

 

RECOGNIZING:

 

a)                  That ensuring the safety and security of networked information systems (cybersecurity) is a priority item for our hemisphere; 

 

b)                  That ubiquitous and secure information networks play an important role for the critical infrastructure of all OAS Member States, their economies and their societies; and

 

c)                  That the next generation networks (NGNs) presently being designed and standardized can  take into account technologies and techniques to ensure their robustness and harden their resilience to cyber attacks, 

 

TAKING INTO CONSIDERATION:

 

a)         That secure and efficient operation of the global telecommunications infrastructure is crucial to the welfare and development of all sectors of the economy and therefore is of vital interest to both governments and the private sector; and

 

b)         The increasingly frequent and insidious number of cyber attacks on networks, institutions and users, which is causing all kinds of harm, especially those moral, economic and financial, 

 

CONSIDERING:

 

a)                  That CITEL, CICTE (the Inter-American Committee Against Terrorism of the OAS) and REMJA (the Meeting of Justice Ministers or Attorneys General of the Americas) are working towards the development of a hemispheric-wide strategy for cybersecurity, as determined by the OAS General Assembly in Resolution AG/RES.1939(XXXIII-O/03);

 

b)                  The workshop held jointly by the Working Group on Advanced Network Technologies and Services and the Working Group on Standards Coordination on cybersecurity at the IV PCC.I Meeting in Quito, Ecuador, addressed the key issues of cybersecurity as related to CITEL; and

 

c)                  The important commitments undertaken by the Heads of State and Government of the Region, as expressed in the Nuevo Leon Declaration, including the encouragement of affordable access to information and communications technologies for all,

 

FURTHER CONSIDERING:

 

That CITEL, through its partnering with the private sector on issues in its areas of responsibility, and through its Work Plan for advanced network issues, and in particular cybersecurity and NGNs, can make an important contribution to both raising awareness of critical issues potentially impacting the Region and refining its work plans in these areas through facilitation of focused discussion and information sharing.

 

RESOLVES:

 

1.                   To approve the attached contribution of CITEL to the OAS Cybersecurity Strategy  and forward it to the OAS Committee on Hemispheric Security for review and submission to the OAS General Assembly in June 2004. 

 

2.                   To request the CITEL’s Rapporteur on Cybersecurity and Critical Infrastructure matters to convey a copy of this Resolution to the CICTE/CITEL/REMJA Joint Working Group on Cybersecurity.

 

INVITES:

 

a)         The Working Group on Advanced Network Technologies and Services and the Working Group on Standards Coordination to continue working on the issue of cybersecurity and to report back to PCC.I on their findings on this particular matter.
 

b)         The Chairman of PCC.I to send a letter to the Chairman of the OAS Committee on Hemispheric Security attaching a copy of this Resolution.

 

 

ANNEX TO RESOLUTION PCC.I/RES.49 (IV-04)

 

CITEL:  The Identification and  Adoption of Technical Standards for a Secure Internet Architecture
 

            An effective cyber security strategy must recognize that the security of the network of information systems that comprise the Internet requires a partnership between government and industry. Both the telecommunications and information technology industries and the governments of OAS Member States are seeking cost-effective comprehensive cybersecurity solutions. Security capabilities in computer products are crucial to the overall network security.  However, as more technologies are produced and integrated into existing networks, their compatibility and interoperability -- or the lack thereof -- will determine their effectiveness.  Security must be developed in a manner that promotes the interweaving of acceptable security capabilities with the overall network architecture. To achieve such integrated, technology-based cybersecurity solutions, network security should be designed around international standards developed in an open process.

 

            The development of standards for Internet security architecture will require a multi-step process to ensure that adequate agreement, planning, and acceptance is achieved among the various governmental and private entities that must play a role in the promulgation of such standards. Drawing upon the work of such standards development organizations as the Standardization Sector of the International Telecommunication Union (ITU-T), CITEL is identifying and evaluating technical standards to recommend their applicability to the Americas region, bearing in mind that the development of networks in some of the OAS Member States has suffered some delays, which implies that for those countries, the achievement of a certain degree of quality for their networks will be important to fully realize adequately secure information exchange systems. To expedite its work, CITEL and the ITU-T organized a joint workshop on Cybersecurity in March 2004. CITEL is also establishing liaisons with other standards bodies and industry fora to obtain the participation and feedback of those parties. 

 

            The identification of cyber security standards will be a multi-stepped process. Once CITEL's evaluation of existing technical standards is completed, it will recommend the adoption of standards of particular importance to the region. It will also, on a timely and ongoing basis, identify obstacles to implementation of those security standards in the networks of the region, and possible appropriate action that may be considered by Member States.  

 

            The development of technical standards is not a “one-size-fits-all” endeavor. CITEL will  evaluate regional approaches to network security, deployment strategies, information exchange, and outreach to the public and the private sector. As part of this effort CITEL will identify resources for best practices for network communication and technology-based infrastructure protection. This process will require that CITEL review the objectives, scopes, expertise, technical frameworks and guidelines associated with available resources in order to determine their applicability within the Americas region to determine which ones are most appropriate.  CITEL will continue to work with Member States to assist them for the most appropriate and effective implementation.  

 

            CITEL’s contribution to the cyber security strategy will take a prospective approach and seek to foster information sharing among Member States to promote secure networks. It will identify and evaluate technical issues relating to standards required for security of future communications networks across the region, as well as existing ones. This task will draw primarily on the work of ITU-T. Through CITEL, other existing standards-setting bodies, will also be considered, as appropriate.  Ultimately, CITEL will highlight security standards of particular importance and recommend that Member States endorse those standards.  It is also important to highlight the crucial role of CITEL in promoting capacity building and training programs so as to to advance the process of spreading technical and practical information related to cybersecurity issues.

 

            CITEL recognizes that, although the first priority must focus on public policies which will bring the benefits of telecommunications and information technologies to all citizens of the OAS Member States, strengthening the private/public partnership that will result in the wide scale adoption of a framework of technical standards that help secure the Internet will require communication and cooperation among and within the communities that are stakeholders in this partnership. CITEL will foster cooperation among Member States on aspects related to network security by helping Administrations adopt policies and practices that encourage network and service providers to implement technical standards for secure networks. The new edition of the Blue Book – “Telecommunications Policies for the Americas”, a joint publication of CITEL and ITU, will include a chapter on cybersecurity. CITEL will also foster dialogue within the relevant technical and governmental communities regarding work on network and cyber security through joint seminars with the ITU on Security standards. The actions of CITEL may also include matters relating to telecommunications policies, practices, regulations, economic aspects and the responsibilities of the users, all within the legal framework within which the telecommunications services operates, and within the duties and responsibilities of CITEL.

 



[1].     CCP.I-TEL/doc.427/04 rev. 2.
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RECOMMENDATIONS

INITIAL MEETING OF GROUP OF 

GOVERNMENTAL EXPERTS ON CYBER-CRIME*
 

 

Governmental experts on Cyber-Crime of the OAS Member States met in Washington D.C, during the days of June 23 and 24, 2003, in accordance with the recommendations adopted at the Fourth Meeting of Ministers of Justice or of Ministers or Attorneys General of the Americas (REMJA-IV) and with OAS General Assembly resolution AG/RES. 1849 (XXXII-O/02).

 

Taking into account the mandate that was assigned to this Group by REMJA-IV, in concluding its deliberations within the framework of this initial meeting, the Group of Governmental Experts agreed to the following recommendations in relation to the areas in which major developments are required in order to strengthen and consolidate hemispheric cooperation in the fight against cyber-crime:

 

1.                   That, in accordance with the recommendation prepared by this Group and adopted by REMJA-III, States that have yet not done so, as soon as possible, identify or, when necessary create or establish, the specific units or bodies charged with the direction and development of the investigation and prosecution of the different modalities of cyber-crimes and that they be assigned the necessary human, financial and technical resources in order to comply with their responsibilities in an efficient, effective and expeditious manner.

 

2.                   That States that have yet not done so, as soon as possible, examine their legal systems to determine whether it adequately applies to combat cyber-crime and collect and keep in safe custody electronic indicia and/or evidence.

 

3.                   That the States that have  yet not done so adopt legislation that is specifically required for criminalizing the different modalities of cyber-crimes and to set the procedural measures which ensure the collection and preservation in safe custody of electronic indicia and/or evidence, as well as the  efficient, effective and expeditious  investigation and prosecution of cyber-crimes.

 

4.                   That, in order to assist the States in the preparation or improvement and adoption of legislation on cyber-crime, technical meetings be held, within the OAS framework, on legislative drafting in this field, in which specific actions that must be undertaken be considered, among others, in substantive, procedural and mutual legal assistance areas to write or improve national legislation and provide a legal framework that allows and ensures efficient, effective and expeditious hemispheric cooperation in the handling of electronic evidence and of the fight against the different modalities of cyber-crimes.

 

5.                   That, based on the information provided by the States, the OAS General Secretariat prepare and maintain an updated directory of points of contact for each one of the countries that make up the Governmental Group of Experts on Cyber-crime, as well as  a directory of authorities responsible for the investigation and prosecution of cyber-crimes.

 

6.                   That the States that have yet not done so, adopt the necessary decisions for membership, as soon as possible, to the “24 hours/7 days Emergency Network,” having first taken the steps in item 1, if necessary.

 

7.                   That taking into account progress made through the OAS website, information regarding developments in the fight against cyber-crime be consolidated into a comprehensive information system that provides both public access to information and restricted access to sensitive information for government officials with responsibilities in this field. Likewise that, based on the information provided by the States, the General Secretariat compile and post on the OAS website the applicable national laws and identify the common thematic areas.

 

8.                   That the States incorporate specific materials on cyber-crime and the handling of electronic evidence in general into their training programs, directed to judges, prosecutors and law enforcement officials and that the Member States of the OAS and Permanent Observers to this Organization provide the broadest mutual technical assistance and cooperation among themselves. 

 

9.                   That information exchange and cooperation continue to be strengthened with other international organizations and agencies on cyber-crime like the United Nations, the Council of Europe, the European Union, Asian Pacific Economic Cooperation forum, the OECD, the G-8 and the Commonwealth, giving the OAS Member States the opportunity to know and use the developments in said organizations and agencies.

 

10.               That the Group of Governmental Experts on Cyber-Crime meet at least once a year, within the OAS framework, and that in its following meetings:

 

a)                  Examine the results of the  technical meetings mentioned in paragraph 4 and that, taking into account their results, consider what adjustments, if any, should be adopted for future meetings of this nature, and further actions that should be taken to facilitate the adoption and application of legislation described above.

 

b)                  Prepare recommendations to identify and describe the various types of cyber-crimes.

 

c)                  Prepare recommendations to identify and describe the legal investigative powers that States shall possess to investigate cyber-crimes.  These legal investigative powers shall:

 

i)                    Apply not only to investigation of cyber-crimes, but also to the collection and safe custody of indicia and/or evidence in electronic form of any other criminal offense.

 

ii)                   Ensure an adequately balance between the funded and motivated exercise of these powers and  the need to guarantee the rules of due process, in the framework of the respect of fundamental human rights and freedoms.

 

iii)         Apply, as permitted by national law, to respond to requests for international cooperation and domestic investigations.

 

iv)         Be able to trace the communications of criminals suspects, through computer networks involving multiple service providers in order to determine the path, origin or destination of the communication. 

 

d)         Recommend measures to prevent the creation of cyber-crime heavens in accordance with laws of the States and international treaties.

 

e)         The States report on the measures that they have taken between one meeting and the other.

 

 

Washington D.C., United States of America, June 24, 2003.

 

 

        



*      The present document was approved in its entirety by the Group of Governmental Experts on Cyber-Crime, in the session that took place on the 24th of June, 2003.
 

 

 

 


	



	Financing

 

CSIRT financing is not inexpensive.  In addition to providing equipment and trained staff on a permanent basis, CSIRT administrators need to provide periodic technical assistance and develop regular exercises to keep their operations sharp.  Member States and the Organization will have to carefully consider CSIRT funding mechanisms and may have to prioritize their coverage, or seek stable sources of outside funding.

 

It should be noted that in October 2002, APEC leaders called for the development of a regional 24/7 CSIRT capability by October 2003.  Both APEC and the Government of Australia agreed to fund CSIRT capacity-building projects in four member economies.  In their most recent report on the project, APEC officials admitted difficulties in attracting acceptable applicants and in raising adequate funds to cover the cost of the project.

 

Public Awareness
 
Government and industry support for CSIRT programs (and financing) is closely linked to public awareness of the cyber-security problem and its potential impact on highly desirable development goals.  If systems in one networked economy are not adequately protected, then the networks and infrastructures of all the interconnected economies are vulnerable.  Participants in a network, whether as developer, owner, operator, or individual user, must be aware of the threats to and vulnerabilities of the network and assume responsibility for protecting that network according to their position and role.  The Organization, working with Member States and CSIRTS, should undertake a public awareness program regarding cyber-security and cyber-ethics that emphasizes (1) the benefits and responsibilities of using information networks; (2) safety and security best practices; and (3) the potential negative consequences resulting from the misuse of networks.  There are a number of organizations and on-line sites with useful information for this purpose; the Organization should take advantage of them.
 
Extending the Network
 
Although public awareness is an essential element of this proposal, establishing a regional CSIRT capability will require developing political commitments where they may not exist.  The working group should propose a draft resolution on cyber-security for approval by the Committee on Hemispheric Security and transmission to the General Assembly for their approval, which commits Member States to establish CSIRTs in their territories and to implement such other recommendations the group may make and the Committee may approve.  This will harness the Member States’ political will to achieve regional CSIRT coverage and provide the Organization with the institutional framework necessary to proceed.  With this resolution in hand, the working group can assist individual states to develop specific plans and, assuming adequate funding, to develop capacity-building projects in the Member States.  As of this moment, no state has offered to fund this project. 
 
Course of Action
 
Action Item 1:   Conduct a census to identify existing CSIRTS, their membership range, and the services they provide.  This will allow us to identify coverage gaps, both geographically and sectorially, and will lay the groundwork for establishing a consensus set of services which member CSIRTs will offer.  A notional census questionnaire is attached.
 
Action Item 2:   Establish a consensus for a minimum set of services that all member CSIRTs will offer.  This will help shape a consistent, hemisphere-wide operating doctrine and provide the key for subsequent technical assistance activities. 

 

Action Item 3:   Draft a resolution for submission to the CHS and GA calling on Member States to create CSIRTs and implement the other proposals contained in the working group report.  Of the 11 non-US CSIRTs that are members of the FIRST network, six are government-run, four are private sector, and one is run by a university.

 
Action Item 4:   Produce a Best Practices compendium based on the consensus CSIRT services and standards, consistent with similar practices in Europe and Asia.  These could include standards and protocols to undertake real-time monitoring and subsequent exchange of information throughout the network, and will become the basis of subsequent technical assistance and testing protocols.

 
Action Item 5:   Establish a system of on-going technical assistance and information exchange for CSIRTs.  Some countries will need capacity-building assistance or technical assistance to create an information protection coordination capacity or to improve existing capacities in order to meet the required standards.  Financing will need to be secured. 

 

Upon completion of Action Item 1, hold an Inter-American meeting of existing CSIRT representatives to move forward on the action items and on issues of information- sharing, identification of gaps in coverage and technical assistance, interoperability, and intercommunication.  Representatives of the OAS Cyber-security Working Group would attend to provide policy input where necessary, and ensure that the issues outlined in this paper are addressed.  Such a meeting would also be an important step in tackling the trust issue, and, as it would be at the technical level, would not be contingent upon GA action.
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